
International Programs Security Handbook  iii 

June 2015 

TABLE OF CONTENTS 
 
 
 
Foreword           i 
 
 
Table of Contents          iii 
 
 
Chapter 1:  Introduction 
 
 A.  Introduction         1-1 
 B.  Striking a Balance         1-3 

C.  The Basics          1-7 
 D.  Issues Not Covered        1-9 
 
 
Chapter 2:  Types of International Programs 
 
 A.  Introduction         2-1 
 B.  Commercial Exports of Defense Articles and Technical Data   2-2 
 C.  Commercial and Dual-Use Items       2-12 
 D.  Government Programs        2-13 
 E.  Programs with NATO        2-18 
 F.  Reciprocal Procurement Arrangements      2-19 
 G.  Planning for International Programs      2-20 
 
 
Chapter 3:  National Disclosure Policy 
 
 A.   Introduction         3-1 
 B.   Classified Military Information (CMI)     3-2 
 C.   Disclosures Not Covered by the NDP     3-5 
 D.   Disclosure Authority        3-6 
 E.   Disclosure Decisions        3-7 
 F.   The NDPC         3-13 
 G.   Requests for an Exception to National Disclosure Policy   3-15 
 H.   Security Agreements        3-15 
 I.   Security Surveys        3-16 
 
 



International Programs Security Handbook  iv 

June 2015 

 
Chapter 4:  Controlled Unclassified Information and Foreign  
                    Government Information 
 
 A.   Introduction         4-1 
 B.   Controlled Unclassified Information      4-1 
 C.   Foreign Government Information      4-8 
 
 
Chapter 5:  International Agreements 
 
 A.   Introduction         5-1 
 B.   Definitions         5-1 
 C.   Policy and Procedures        5-3 
 
 
Chapter 6:  International Transfers of Classified Materiel or Information 
 
 A.   Introduction         6-1 
 B.   Policy          6-1 
 C.   Government-to-Government Transfer     6-3 
 D.   U.S. Government Transportation Systems     6-4 
 E.   Transfers by Commercial Freight      6-6 

F, Movement of Classified or Unclassified Sensitive Arms, Ammunition 
And Explosives        6-8 

 G.   Return of Material for Repair, Modification or Maintenance   6-9 
 H.   Use and Clearance of Freight Forwarders     6-10 
 I.   Hand Carrying Classified Material      6-10 

J.  Use of Secure Communications      6-13 
 K.   Classified Material Receipts       6-14 
 L   Contractor Preparations for International Transfers  
  Pursuant to Commercial and FMS Sales     6-14 
 M.   Transfers of Technical Data Pursuant to an ITAR  
  Exemption         6-15 
 
 
Chapter 7:  Visits and Personnel Exchanges 
 
 A.   Introduction         7-1 
 B.   Policy          7-2 
 C.   International Visits Program       7-5 
 D.   Types of Visits        7-6 
 E.   Hosted Visits to DoD Facilities      7-7 



International Programs Security Handbook  v 

June 2015 

 
 F.   Visits in Emergency Situations      7-7 
 G.   Foreign Visits System-Confirmation Module     7-7 
 H.  Procedures for Foreign National Visits To DoD Facilities   7-8 
 I.   Visits By Representatives Of North Atlantic Treaty Organization (NATO) 

And Representatives Of Other International Organizations   7-9 
 J. Visits By Foreign Nationals To Cleared Contractor Facilities  7-9 
 K. Control of Access By Foreign Nationals     7-10 

L. Access To Classified Information By Foreign National Employees Of  
DoD Contractors        7-11 

 M. Technology Control Plan                  7-12 
 N. Visits By DoD And Contractor Employees Abroad    7-13 
 O. Assignments of Foreign Nationals      7-15 
 P. Foreign Liaison Officers       7-17 
 Q. Defense Personnel Exchange Program     7-18 

R. Cooperative Program Personnel      7-20 
S.  Visits by Foreign Nationals At Classified Meetings Authorized By The  

Department of Defense       7-20 
  
 
Chapter 8:  Systems Acquisition and Program Security Documents 
 
 A. Introduction         8-1 
 B. The Acquisition System Process      8-3 
 C. The JCIDS Process        8-4 
 D. The DoD Science & Technology Efforts     8-8 

E. The Security Support Documents      8-9 
  
 
Chapter 9:  The Multinational Industrial Security Working Group 

 (MISWG) 
 
 A. Introduction         9-1 
 B. Program Documents        9-4 

C.         MISWG Documents        9-4 
 
 
Chapter 10:   North Atlantic Treaty Organization (NATO)  
     Security Procedures 
 
 A. Introduction         10-1 
 B. Facility and Personnel Clearance Certificate Requirements   10-2 
 C. NATO Contracts        10-2 
 D. Access and NATO Briefings       10-3 



International Programs Security Handbook  vi 

June 2015 

 
 E. Special Access By Non-NATO National      10-4 
 F. Marking and Handling NATO Documents     10-4 
 G. Storing NATO Documents       10-5 
 H.  International Transmission of Classified NATO Documents   10-6 
 I. Extracting from NATO Documents      10-7 
 J. Release of U.S. Information to NATO     10-7 
 K. Visits          10-8 
  
 
Chapter 11:  Contractor Operations Abroad 
 
 A. Introduction         11-1 
 B.   Access, Storage, Custody, Control and Transmission of  
  Classified Information       11-1 
 C. Security Briefings        11-3 
 D. Miscellaneous         11-4 
  
 
Chapter 12:  Committee on Foreign Investment in the United States 

 and Foreign Ownership, Control, or Influence 
 
 A.  Committee on Foreign Investment in the United States (CFIUS)  12-1 
 B.  Foreign Ownership, Control, or Influence (FOCI)    12-3 
  
 
Appendices 
 
 A. List of DoD Principal Disclosure Authorities     A-1 
 B. Requests For Exception To National Disclosure Policy   B-1 
 C. Statutes Provides Specific Exemptions From the Freedom of  
  Information Act        C-1 
 D. Export-Control and Distribution Statements on Technical  
  Documents         D-1 
 E. Foreign and U.S. Classifications      E-1 
 F. Department of Defense Visit Offices      F-1 
 G. Defense Security Service, International Branch    G-1 



International Programs Security Handbook  vii 

June 2015 

  
H. Sample Technology Assessment/Control Plan    H-1 

 I. Sample Delegation of Disclosure Authority Letter    I-1 
 J. NATO Courier Certificate       J-1 
 K. Arrangements for the International Handcarriage of  
  Classified Documents, Equipments and/or Components (MISWG 1)  K-1 
 
 L. Use of Cryptographic Systems (MISWG 3)     L-1 
 M. Security Clauses (MISWG 4)        M-1 
 N. Program/Project Security Instruction (MISWG 5)    N-1 
 O. Procedures for the Protection of Restricted Information (MISWG 6)  O-1 
 P. International Visits Procedures (MISWG 7)     P-1 
 Q. Controlled Unclassified Information Clauses (MISWG 8)   Q-1 
 R. Security Education and Awareness (MISWG 9)     R-1 
 S. Transportation Plan for the Movement of Classified Material as Freight 
  (MISWG 10)          S-1 
 T. Control of Security Cleared Facilities (MISWG 11)    T-1 
 U. Facility Security Clearance Information Sheet (MISWG 12)   U-1 
 V. Protection of Information Handled in IT and Communication Systems  

(MISWG 13)          V-1 
 W. Contract Security Clauses (MISWG 14)      W-1 
 X. International Transportation of Classified Items (MISWG 15)  X-1 
 Y. Guidelines for Assessing Protection and Control of Classified  

Information in a Multinational Non-NATO Cooperative Defense 
Program (MISWG 16)       Y-1 

 Z. International Handcarriage of Classified Documents, 
Equipment and/or Components by Visitors (MISWG 17)   Z-1 

AA. International Industrial Security Requirements Guidance 
Annex (MISWG 18)         AA-1 

BB. Personal Security Clearance Information Sheet  
(MISWG 19)         BB-1 

CC. International Transfer of Material Classified RESTRICTED 
by Express Commercial Couriers (MISWG 20)    CC-1 



International Programs Security Handbook  viii 

June 2015 

 
DD. Role of the Facility Security Officer (MISWG 21)                       DD-1 
EE. Communications Security Procedures and Instructions (MISWG 22)         EE-1 
FF. Facility Security Questionnaire Template (MISWG 23)             FF-1 
GG. Synopsis of an Industrial Security Manual (MISWG 24)            GG-1 
HH. Risk Based Assurance (MISWG 25)               HH-1 
JJ.  Cyber Security Incident Report Format (MISWG 26)            JJ-1 
KK. Industrial Security Procedures for Transfer of Classified  

Material Outside of the United States      KK-1 
LL. Definitions         LL-1 
MM. Acronyms and Abbreviations                MM-1 
NN. References                  NN-1 

 
 


	TABLE OF CONTENTS
	A.   Introduction         6-1
	Chapter 12:  Committee on Foreign Investment in the United States
	and Foreign Ownership, Control, or Influence



